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Abstract—Any system, company or complex task is composed by processes, i.e., sequences of actions performed in
some established order. Some of these processes are considered
sensitive for the role they play within the system, or for the
sensitive data they manage. In such cases, the trust in this
processes is desirable, requiring their verification, monitoring,
auditing, but also the possibility of being insured by a third
party. In this approach we propose a schema for insuring
sensitive process based on the use of formal models and Process
Mining techniques (i.e. process management techniques that
allows for the analysis of processes based on event logs). The
experimental results presented show that this new approach
could be useful in the context of insurance and analysis of
processes.
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the following general scenario is assumed (see Fig.1): a
service provider company (SP) provides a sensitive service
(P) between an user provider (UP) and an user receiver (UR).
This service is insured by a third-party insurance company
(IC).
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I. I NTRODUCTION
Nowadays, the conception of how the activities within
companies and organizations should be managed is changing. The idea of a data-oriented system is being replaced
by process-aware systems where the main entity is not the
data processed any more, but the process itself [1]. From
the procedure of handling building permission applications
in a municipality [2], to the treatment and diagnosis steps
for patients with cancer [3], all them are being designed,
controlled and analysed in terms of processes.
Some of these processes are simple and have no repercussion outside the ambit where they are performed. However,
other less isolated and more sensitive processes may have
legal, economical or personal consequences for the actors
involved, especially when the results of executing these
processes are not the ones expected. Example of these
processes are the ones related with the health, processing
of confidential data, bureaucratic procedures, or economic
transactions. In such cases, besides the corresponding verifications, testing, controls and maintenance, it should be
necessary (even mandatory according to the law) to insure
the process, i.e., even taking all the precautions to prevent it,
when the process goes wrong, somebody must be accountable for that.
In this work, we illustrate how Process Mining [4] (i.e.,
the process management techniques that allows for the analysis of processes based on event logs) can be an useful tool
for the insurance of sensitive processes. In this approach,
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Figure 1.

Insuring Sensitive Processes

The paper is structured as follow: in the remaining part
of Sec. I, a running example is introduced to illustrate
some of the concepts presented in the paper. In Sec. II we
introduce the concept of Process Mining, its terminology and
approaches, and the similar works in the area. In Sec. III
we present the insurance schema proposed, and in Sec. IV
the cycle to insure a process based on the Process Mining
techniques. Finally in Sec. V and Sec. VI some experimental
results, conclusions and future points are addressed.
Illustrative Example
During the remain part of the paper we will use a running
example, in order to illustrate the approach proposed in
this paper, motivate its utility, and exemplify the techniques
presented and its results.
The example reflect a plausible sensitive process in the
context of an online car market: an online company that
collect and distribute pictures and videos of the cars from the
users to help selling the cars to other uses. In particular, the
process illustrated represent the anonymization procedure
over the data: before being distributed, the data collected
must be anonymized, i.e., the faces of the people and the

license plates of the cars must be blurred, and the audio of
the videos must be filtered.
In this process we identify a set of steps or tasks than
are performed in a established order. Table I contain all the
tasks of the anonymization process. For the sake of clarity,
a capital letter has been assigned to each task (e.g., A is
content analysis, ...).
A
B
C
D
E

content analysis
pre-proc. picture
pre-proc. video
facial anonym.
facial detection

F
G
H
I
J

license plate detection
license plate anonym.
audio processing
frame processing
frame anonym.

K
L
M
N

audio filtering
post-proc. picture
post-proc. video
time-stamping

Table I
TASKS OF THE I LLUSTRATIVE E XAMPLE P ROCESS

The anonymization process can be divided in two parts
depending on the type of data processed: picture or video.
In the case of picture, the faces and the license plate
must be detected (E,F) and blurred (D,G), until no one
remain unanonymized. In the case of video, the audio (H,K)
and the image (I,J) are processed independently. Finally,
independently of the type of the data, any instance of the
process must begin with an analysis of the content (A) and
finish with a time-stamping (N). Note that, the formalization
and the modelling of the process, as part of the insurance
schema, is one of the main goals of the scenario proposed in
this paper, and therefore, will be seen in detail in Sec.IV-A
II. P ROCESS M INING
Process Mining is a novel area of research that has
received a lot of attention in the recent years. One can see
a parallelism between Data Mining and Process Mining:
while the former focuses into analysing massive data in
order to find hidden relations, the later focuses into processes
governing an information system. Interesting questions regarding an information system are tackled by process mining
techniques: What are the processes of my system? Do
my current process models conform to the reality? Can
I extend the information of my process model with other
information? These three questions are faced by Discovery,
Conformance and Enhancement disciplines within Process
Mining [4], respectively. One can read the Process Mining
Manifesto [5] to have a general overview of the field and
challenges.
Discovery is maybe the most challenging problem in
process mining: given a log (set of system traces) reflecting
a process execution, derive a formal process model that includes the behaviour seen in the log. Algorithms for process
discovery can be oriented to the control-flow part of the
process, the data part, or the social dimension (e.g., discover
working groups or strong collaborations that are needed to
accomplish a process). Accordingly, formal process models
range from Petri nets [6] to Event-Process Chains [7], or

Business Process Model Notation [8], among others. In the
last ten years, there has been several proposals for process
discovery algorithms, but also new formal models to better
represent a process have been developed [9]. Discovery is
therefore an evolving field which will be widely used in the
near future.
Conformance checking [10], [11], is the discipline most
related with this paper, and tackles a crucial problem: given
a process model (which represents the intended behaviour),
and a log (which represents the real behaviour), how similar
are these two behaviours? In conformance, four quality
dimensions are used to estimate the conformance level
between a process model and a log:
• Fitness: indicates how much of the observed behaviour
is captured by (i.e. “fits”) the process model.
• Precision: refers to overly general models, preferring
models with minimal behaviour to represent as closely
as possible the log.
• Generalization: addresses overly precise models which
overfit the given log, thus been possible to generalize.
• Simplicity: refers to models minimal in structure which
clearly reflect the described behaviour.
Finally, the Enhancement discipline [4] addresses the
incorporation of extra information into the model that can be
used to enrich it. The use of this discipline is not considered
in this paper.
Related Work
The use of Process Mining techniques in the context of
auditing is not new. In [12], the authors discuss about idea of
how such techniques might be useful for the different types
of auditing: auditing using historic data, auditing based on
models only (i.e., the models describing the processes are
analysed without the use of any kind of data), and auditing
using current data (i.e., monitoring processes on-the-fly). In
[13] a deeper experimental study about the use of Process
Mining for internal auditing is presented, illustrating the
differences with other auditing approaches. The work includes the results obtained for a real business context study.
Finally, in [14], the main focus resides on security auditing.
In that work, the authors present some methodology and a
real case study where a set of different security requirements
are verified using Conformance techniques. This security
requirements are not restricted to control flow, but also
include restrictions about usage control and time constrains.
One of the main differences of the approach presented
here with respect to other approaches in the literature is the
focus, i.e., while other approaches focus on the use of Process Mining techniques for auditing and security verification
of the system, the focus of this paper is the insurance of the
processes, and how to deal with claims from actors involved
in the process. Moreover, while other works discuss about
the several aspects of the process, in this paper we focus
in detail about the flow that characterise the process. The

other main difference of this paper resides in the use of the
conformance techniques. Like in [14], the work presented
in this paper is specially focused on the Conformance discipline within Process Mining (without skipping the discussion
about the utility of the other disciplines, e.g., discovery in
Sec.IV-A). However, instead of using conformance replay
techniques based on local decisions, we propose the use of
alignment conformance techniques which result will include
the analysis from a global point of view. Moreover, in
contrast with other approaches where only fitness dimension
within conformance is considered, we also propose the
use of other dimensions in the analysis (e.g., precision in
Sec.IV-D).
III. I NSURANCE S CHEMA
The most crucial part and common in all insurance
procedures of any kind (e.g., objects, events, ...) is the
insurance agreement. A contractual document that include
aspects concerning about the conditions of the insurance,
who will be accountable in each possible scenario, and of
course, the details of the element insured. In the schema
for insurance sensitive processes proposed in this paper this
is not an exception. However, unlike other contracts where
a more legal and textual notation is used, we propose the
use of formalization and models instead. In other words,
the use of a formal model notation will remove from the
agreement any kind of ambiguity, given a framework for
formal verifications and analysis in such cases where there
are problems with the process insured. Figure 2 illustrate
the schema proposed in this work, where the formal model
of the process is the corner stone in the insurance agreement. Furthermore, the use of formal models provides the
possibility of using automatic techniques for the analysis
of the process [4], or even use this model as part of the
implementation of a process-aware information systems [1].
Given a process, there is a wide variety of perspectives
that can be insured, e.g., the possible access to sensitive
data, the satisfaction of some given rules or properties, or
the roles of actors within the process, among others. Unlike
other approaches, in this work, we will focus on the flow
of the process, i.e., the sequence of steps in order a process
must follow to be considered correct. It exists a wide range
of notations for the formalization of a flow model, each one
with different properties and different existing tools for it,
e.g., Petri nets, BPMN, or EPC, among others. This model
could be extended with annotations concerning the other
aspects of the insurance agreement, e.g., who is accountable
for each one of the steps in the flow.
IV. P ROCESS M INING BASED I NSURANCE C YCLE
Besides the schema introduced in the previous section,
this work also propose a cycle of actuation for the insurance
of processes. Such cycle is composed by four phases, and
can be iterated during the life time of the process within
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Figure 2. Schema proposed for insuring processes based on Formal Models

the system: the modelling phase, the validation phase, the
forensic phase, and the re-design phase.
A. Modelling Phase
The initial phase in the Process Mining based Insurance
Cycle correspond with the Modelling Phase, i.e., the stage
where the flow of the process to be insured is modelled,
so it can be the cornerstone for the future insurance policy
between the service provider and the insurance company.
The procedure of modelling a process is a huge resourceconsuming task, e.g., it involves experts in the domain,
holding interviews and questioning the several actors that
interact with the process, and it may take months to complete
it [15]. Moreover, hand-made models tend to be subjective,
the perception of the people involved may be biased, and
are normally concentrated on the ”expected” behaviour or
simplified for the sake of understandability [4]. For that
reason, in such cases where it exists event logs reflecting
the process to be insured, it is recommended to use some
of the Process Mining discovery approaches available [4].
Nowadays, the existence of logs recording the process steps
is a really plausible assumption, e.g., the treatment followed
by the cancer patients in a hospital [3] or actions performed
by a X-ray machine [4] are practical examples that confirm
that assumption.
The usage of discovery techniques is the option chosen
to illustrate the modelling phase with the running example
of Sec.I. An event log containing sequences or traces of
the process described has been processed by the ILPMiner
discovery algorithm [16], given as a result the model of
Fig.3. Note that the result is modelled using Petri Nets1
[6]. We choose this notation to illustrate the approach
given the mathematical bases of Petri nets, its intuitive
graphical representation, and the wide range of Process
Mining approaches based on that notation (included the bast
majority of conformance approach such as [10], [2] or [11]).
However, some of these concepts can be extrapolated to
other notations [17].
1 For the reader not familiar with Petri nets, a Petri net is a bipartite graph
that contains two types of nodes: places (circles) and transitions (boxes).
A place may contain tokens (black dots), and a transition can fire if its
predecessor places contain a token. When fired, the transition removes a
token from each input place and adds a token to each successor place.

Figure 3.

Model discovered for the running example

B. Validation Phase
The second phase on the Process Mining insuring cycle
consists on the Validation Phase, i.e., the stage where the
third party insurance company (IC) analyse the process to
be insured. According to the results of the analysis, the
conditions of the insurance agreement are set, e.g., the price
of the insurance according to the possible risk, which parts
of the process is the IC willing to insure, or if it is not
willing to insure it at all.
This validation of the correct flow of the process is
performed by a series of benchmarks. Each benchmark is
composed by some possible well-known input the process
is expecting. The input of each benchmark is tested, and
the results are compared with the expected correct flow.
The number of mismatches, its importance, and specially, in
which part of the process they are located, are the elements
used to determine the risk of insuring the process. From
a IC point of view, it is recommended that this validation
procedure is applicable periodically, or each time some
aspects of the process changed, e.g., new version of the
software or changes in the habits of the service consumers.
Although the comparison between model and the resulting
flow may seem straightforward, this is not the case for a huge
number of cases, specially such where it exists some kind of
discrepancies between flows (the most interesting ones from
a insurance point of view). In other words, the resulting flow
corresponds with a realistic and not model-driven execution
of the process. In such cases, the resulting traces must
be mapped over the model in order to be analysed, given
where the mismatches exactly are within the model, and
therefore, who must be accountable for that. This process
of superposing the trace over the model is known as fitness,

and it is a non trivial task studied in works such as [10]
(where they propose a non-blocking replay of trace through
the model). In the work presented in this paper, we propose
the use of a different fitness analysis technique based on
finding the best alignment between the flow and the possible
model paths, from a global point of view [2]. In other words,
given a trace, the well-known A* algorithm is used to find
the optimal corresponding model run that minimize the cost.
This cost is computed based on a matrix of costs, where it
is assigned a penalty to each possible action based on if this
action is performed in the right moment or not (according
to the model). Unlike other approaches where the solution
is local, the use of this alignment technique make possible
to find the best optimal solution from a global point of view.
In order to illustrate the validation approach, we present
three possible benchmarks cases for the running example.
The first case correspond with a picture where the face
of a person must be blurred, but not the licence plate
because it is not visible in the picture. When the process
of anonymization is executed with this picture, the trace
resulting is ABFLN. However, this is not a valid run
according to the model. This is reflected on Fig.4a, where
the results of the alignment conformance technique shows
some discrepancies with the model included in the insurance
agreement, i.e., the task of facial detection(E) has been
skipped, leading to a incorrect anonimization process. Figure
4b shows the mapping of the trace over the model graphical
representation, i.e., according to Petri Net firing rule, the
given trace is not a valid trace of the model. In such
case, insure this process may be a risk from the insurance
company point of view.
The first case contrast with the second case, where a
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proposed to determine where the error has been made, and
who was to be accountable for it.
The same conformance technique presented in the validation phase can be used for the forensic analysis. However,
unlike validation phase where the analysis involves several
traces, the forensic phase analysis is performed with only
one trace, corresponding with the instance of the process
involved in the insurance dispute. The conformance technique make it possible to superpose the flow involved in the
claim, detect the discrepancies and where are located, and
determine according to that who must be accountable for
that claim.
ABE F L N

(b)
Figure 4.

Figure 6.
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license plate of a car must be blurred. In this second case, the
resulting trace is ABEFGFLN. When the trace is juxtaposed
with the model (Fig.5a), it is corroborated that the path
the process has followed has no fitness mismatches, and
correspond exactly with the path a picture of this kind must
follow.
A BE FGFL N

Figure 5.
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Alignment results for the second and third benchmarks

Finally, the third case involves a video where the audio has
to be filtered. The resulting trace in such case is ABEFLN.
The conformance technique detect no fitness problem with
this trace (Fig.5b), i.e., in the model there is a path that
perfectly replay this trace. However, the same techniques
make possible to identify the flow of the process through
the model. The flow flowed in this case does not correspond
with the flow of a video as this must follow, but the flow of
a picture. In this particular case, insure this process will be
a serious risk for the insurance company.
C. Forensic Phase
A Forensic analysis is a analysis performed a-posteriori,
i.e., when the error, problem or anomaly in the process has
already happened. In the insurance scenario proposed in this
work, this analysis is performed when some execution of
the process was been the object of the claim from part of a
external user of the service provider. A forensic analysis is

Figure 6 show two possible claims for the running
example, and how the conformance alignment method is
used to identify who must be accountable for that. Both
claims are related with some picture of a car where the
license plate has not been correctly anonymized. The trace
for the first claim is ABELN. The alignment approach
presented in the Sec.IV-B is used to detect that licence plate
anonymization action (F) has been completely skipped. This
correspond with a violation of the model agreed between the
service provider and the insurance company in the insurance
contract, and therefore, the insurance company will not be
responsible for that claim. This contrasts with the second
claim, where the trace is ABEFGFLN. In such case, the
alignment prove that the model agreed has been respected,
and therefore, the insurance company should be accountable
for that claim.
D. Re-design Phase
Practical experience shows that the assumption that a process remains in a steady state during the time is unrealistic,
i.e., processes evolve adapting to changes in the real world.
This is known as concept drift [18]. Hence, this should be
also considered in the insurance scenario proposed in this
work, i.e., the model included in the insurance policy (even
the ones obtained by process discovery algorithms) must
be re-designed during the time. Even when the changes
in the process had been minor ones, it may be interesting
from both, insurance company and service provider point of
view, to re-design the model for reflecting more precisely
the reality, i.e., if the model allows less possible behaviour,
the insurance company takes less risk, and therefore, this is
also reflected in the policy price that the service provider
company has to pay.
Following with the idea of this paper, Process Mining
techniques can be also used to aid in the phase of re-

design. In particular, conformance approaches focused on
the precision dimension instead of the fitness dimension,
i.e., not if the model captures all the traces in the log, but
how precisely the model captures the behaviour reflected in
the log, and not more behaviour.
In [10], a technique is presented to measure the precision
of system. This approach is based in comparing the precedence and following relation between both, the log and the
model. This comparison make it possible to visualize where
the imprecisions may be produced. However, this approach
may require the completely exploration of the behaviour,
making the efficiency of this approach for large and real
cases a serious drawback.
The authors in [11] propose an approach, ETConformance, to efficiently determine the precision between a
log and a model based on escaping points, i.e., the points
where the behaviour reflected in the model escapes (is more
generic) than the one really reflected in the log. In [19]
this approach is extended to tackle logs with noise and to
assess the severity of this escaping points. We propose to
use the escaping points detected by ETConformance as a
starting point for re-designing the model, improving the its
precision.
In the running example scenario, a change in the process
is assumed, e.g., the rise of high-speed internet connections makes the use of the video option the almost-only
used option, to the detriment of the picture option. In this
new context, a re-design is required to adapt to the new
reality, decreasing the risk for the insurance company, and
consequently the price the service provider pays for the
insurance (it may not be worth it to insurance a part of
the process that it is barely used). When the model and the
new log reflecting this changes in the consumer habits is
processed with ETConformance, a main escaping point is
detected, i.e., the one concerning B after executing A. In
other words, after executing the task A, the possibility of
executing B is an option contemplated in the model, but not
reflected in the log any more. This escaping point is used
to determine which behaviour should be branched to make
the model more precise, i.e., the B and all the tasks that
can not be reached any more. The resulting model can be
seen in Fig.7. This model is more precise according to the
precision metrics available in the Process Mining literature
(for example, etcp [19] result is 0.85 instead of the 0.78 of
the old model).

Figure 7.

New model for the running example after the Re-design phase

V. E XPERIMENTAL R ESULTS
In this section we present the results of a study in order
to show experimentally the usefulness of the approach. The
study is divided in three parts. In the first one, we illustrate
the results of applying the validation phase in possible
and different variants of the same process. In the second
part, we study a set of possible claims and how are they
managed by the approach. And finally, in the third part
we illustrate how precision conformance techniques can
be used to re-design the model. All the experiments are
been performed using the ProM tool. ProM2 is an opensource extensible framework that supports a wide variety
of process mining techniques in the form of plug-ins. For
the validation and claim experiments, the Replayer plugin has been used, while for the re-design experiments we
used ETConformance plug-in. Both plug-ins are publicly
available.
In the first part of the experiments, three variants of the
same process are being considered, each one corresponding
with a well-differentiated scenario. In all three cases, the
same model for the insurance agreement is considered. The
first case reflect a perfect well-performed scenario, where
it is proved (before the validation analysis) that not error
is possible. As it was expected, the results obtained by
the experiments reflect this situation, i.e., all the set of
benchmarks executed correspond with the expected flow
within the model. In this case, insuring this process might
suppose a low-risk for the insurance company. The second
case reflect a more common scenario, where we introduce
some noisy and errors in a 5% of the executions of the
process, in order to simulate possible problems. In such case,
the approach is able to detect such problems and place them
within the model. This information is crucial in order to
decide or not to insure the process, or the exact condition
an responsibilities of such insurance. Finally, the third case
reflect a chaotic scenario, where the process is executed in
a sloppy way, and the errors are common (only 50% of
the process executions are considered correct by a domain
expert). Also in this case, the approach is able to the detect
the discrepancies between the agreed model and the real
process execution. To insure this third scenario will be an
inadmissible risk for the insurance company.
In the second set of experiments we show how the
approach presented is able to correctly manage claims from
possible service users. Two sets of benchmarks has been
designed for that experiment. The first benchmark contains
claims where the execution of the process assigned to them
has been manually modified simulating being slightly non
compliant with the model in the insurance agreement. The
second benchmark simulates cases where, despite that the
correctness of the sequence has been verified by a domain
expert, the result is not satisfactory. Both sets of benchmarks
2 http://www.promtools.org/prom6/

has been juxtaposed with the model using ProM, confirming
the results expected, i.e., on one hand, the discrepancies
in all the cases of the first benchmark has been detected,
and therefore the insurance company is not responsible of
the claims due an violation on the model agreed; on the
other hand, the forensic analysis on the second benchmark
determines that agreed model has been respected in all
the cases, and therefore, the insurance company must be
accountable.

the process as part of the insurance agreement is a promising
future extension, e.g., the inclusion of a model describing
the social relations between actors within the context of the
process. In that sense, the use of Process Mining techniques
could also become a powerful tool, e.g., the Social Network
Miner [20] can be applied to discover a model of the social
network.
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